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General Policy Statement:
Patch management is the process of applying the latest security updates to operating systems, applications, and other parts of the IT infrastructure. (Credit Union) has developed a patch management program as part of its overall computer security plan, in order to reduce the risk of software vulnerabilities and ensure that the security and availability of computer systems are not compromised. 
Reference:
National Institute of Standards and Technology (NIST). Special Publication 800-53 (Revision 4) Security Controls and Assessment Procedures for Federal Information Systems.
Guidelines:
1. SYSTEM ADMINISTRATOR RESPONSIBILITIES. The Credit Union’s System Administrator, with the involvement of management, information security, and systems operations personnel, will conduct the procedures outlined below in order to develop and maintain the patch management program. The patch management program shall be coordinated with the Credit Union’s change management process, as outlined in the Configuration Management processPolicy (see Policy 43054120.10).
  
A. Inventory. Maintain an up-to-date inventory of hardware and software, including the specific applications and their location. This inventory will include a description of the system’s hardware, main framemainframe and mid-range computers, operating systems (versions and all patches installed), application software (versions and all patches installed), and storage devices. The inventory will reflect production servers, firewalls, network appliances, routers, and other network infrastructure.
 
B. Risks. Determine the risks posed by software vulnerabilities and direction for the implementation of a path management program. This risk assessment will be performed periodically and will be presented to the board of directors on an annual basis. 
 
C. Processes. Evaluate the current patch management processes to determine whether they are adequate as an ongoing patch management program. 
 
D. Responsibilities. Define and assign the responsibilities for patch management at a functional level, including the following:
  
i. Prompt identification of vulnerabilities and relevant patches.
 
ii. Evaluation and testing of the patches.
 
iii. Timely implementation of patches appropriate to the environment.
 
iv. Tracking of both implemented and rejected patches.
 
E. Documentation. Document the decisions to install or reject specific patches. 
 
F. Track. Track patch exceptions, remediation plans, and expected completion dates.
 
G. Reporting. Prepare a Patch Compliance Report monthly to be reviewed by the Information Security Officer, documenting the patching status of all systems.
 
H. Audits. Conduct independent testing to ensure that vulnerabilities have been identified and appropriate patches have been installed.
 
2. MONITORING VULNERABILITIES AND IDENTIFYING PATCH INFORMATION.
  
A. Monitoring. The Credit Union will keep up-to-date with newly released patches and security issues that affect the systems and applications used by the Credit Union. Management and staff will be alerted to the security issues or updates to the applications and systems. 
 
B. Identifying Patch Information. The Credit Union will ensure that it maintains its relationships with its key operating system, network device, and application vendors that facilitate the timely release and distribution of information on product security issues and patches. The Credit Union will subscribe to or review the following sources of patch information:
  
i. Vendor websites;
 
ii. Vendor patch alert e-mail list subscriptions;
 
iii. Third-party security websites and e-mail alert systems such as www.us-cert.gov, www.cisecurity.org, nvd.nist.gov, www.sans.org., www.nsa.gov.;
 
iv. Third-party subscription or periodic vulnerability scanning and reporting services; and
 
v. Internet discussion news groups related to patch management.
 
3. PATCH CYCLE SCHEDULING.
  
A. Routine Updates. The Credit Union will establish a patch cycle that guides the normal application of patches and updates to systems. System updates will be conducted [4310-1 ], and whenever new information is obtained.
 
B. Critical Updates. The Credit Union will prioritize and schedule updates that are more critical. Determining the priority will depend on the vendor-reported level of risk, the importance of the applications and data the system supports, and the system exposure (internal or external). 
 
C. Emergency Updates. It is sometimes necessary to initiate emergency patching procedures if a patch release is deemed highly critical or an exploit of a “zero-day” vulnerability could jeopardize production uptime or leave data vulnerable. Emergency patches may be applied outside of regular patching cycles, but will require approval through the change management processes.
 
4. EVALUATING THE IMPACT OF PATCHES. Once a patch has been identified, the Credit Union will perform an impact assessment of the patch application. This assessment includes the following:
  
A. Technical Evaluation. The Credit Union will assess whether the patch will correct the problem with the services and features of the application that are being used by the Credit Union.
 
B. Business Impact Assessment. The Credit Union will determine whether applying the patch will impact the business processes, and the best time to install patches. 
 
C. Security Evaluation. The Credit Union will determine whether there are security benefits that require the patch, even if it does not result in any performance benefits. The Credit Union may also install patches on inactive software loaded on the Credit Union’s system.

When a vendor is providing the applications, the Credit Union will ensure that new patches are evaluated as soon as possible. 
 
5. TESTING PATCHES. The Credit Union will develop a change management system to be used at every stage of the patch management process to test the effectiveness of patch installation. 
  
A. Pre-Installation. 
  
i. Each patch will be tested prior to production installation by deploying to a predefined test group to ensure that it will function as expected and will be compatible with other systems.
 
ii. Evaluation and testing will also ensure that the patch will not open vulnerabilities previously corrected, or produce new vulnerabilities.
 
iii. Recovery plans will be developed to respond to something going wrong during or as a result of the patch application. 
 
B. Installation. The Credit Union will use its best efforts to install patches in phases, beginning with less critical systems. Based on the performance of the first stages, the entire environment will then be updated. In cases where multiple patches need to be installed, they will be installed in the proper order to ensure that the patches are effective and do not cause additional problems.
 
C. Post-Installation. The Credit Union will continue testing patches after they have been installed, and will develop a system to determine whether an update has been successful (e.g., no reported issues within a specific timeframe after patch installation). 
 
Whenever software is reinstalled, the Credit Union will reinstall previously installed patches (in the original order). The original install media for the reinstalled software (e.g., CD-ROM, tape, floppy disk)  will be maintained, as well as all patches that were installed. To simplify this process, the Credit Union will maintain both current and previous system version backups of all software (which can be used in lieu of installing the software from the original installation media), if applicable. An accurate inventory of systems will be kept to ensure that the recovery process is comprehensive. 


